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The Virginia University of Science & Technology 
College of Cybersecurity 

Department of Cybersecurity & Informational Assurance 
Master Program Course Syllabus 

 
Course Title: Introduction to Cloud Computing 
Course Number: CSIS 590 
Credit Hours: 3 
Term: Spring  2018 
Schedule: 1/10  – 3/28, 2018 
Meeting Day and Time: Saturday 9 – 12 noon 
Teach Method: On Classroom          Distance Learning          Hybrid   
Prerequisite (s): None  
Class Room Location: VUST Tysons’ campus, cyber lab 

 
1. Faculty/Instructor Information 

 
Instructor: Dr. Paul Wang 
 
 
Instructor Brief 

Dr. Paul Wang have been speakers of major cybersecurity education conferences 
in the national and around the world, including conferences organized by NSA, 
DHS, NIST, NSF, ACM, and Cambridge University, UK. He was in the expert 
panel that drafted the National Initiative of Cybersecurity Education (NICE) 
Framework. Paul was the CIO/CTO of National Biomedical Research Foundation 
and authored a book in architecture security. His research includes secure 
architecture, threat modeling, IoT and cryptography. Dr. Wang has held many 
posted including professor, director, CEO, CIO and ranking positions in public 
services.   

Office Location: Tysons’ campus instructor office 
Office Hours: Saturday 4:00 - 5:30 pm 
Phone: 703-628-7936 
Email: paul.wang@computer.org 
Special Note: None 
 

2. Course Description & Objectives 
 
Cloud Computing has transformed the IT industry by opening the possibility for infinite or at least 
highly elastic scalability in the delivery of enterprise applications and software as a service (SaaS). 
Amazon Elastic Cloud, Microsoft’s Azure, Google App Engine, and many other Cloud offerings give 
mature software vendors and new start-ups the option to deploy their applications to systems of infinite 
computational power with practically no initial capital investment and with modest operating costs 
proportional to the actual use. The course examines the most important APIs used in the Amazon and 
Microsoft Cloud, including the techniques for building, deploying, and maintaining machine images and 
applications. We will learn how to use Cloud as the infrastructure for existing and new services. We will 
use open source implementations of highly available clustering computational environments, as well as 
RESTFul Web services, to build very powerful and efficient applications. We also learn how to deal 
with not trivial issues in the Cloud, such as load balancing, caching, distributed transactions, and 
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identity and authorization management. In the process we will also become very familiar with Linux 
operating system. 

Course Core Objectives:  

• assess security and vulnerabilities in cloud computing 
• analyze common cloud computing platforms 
• build Amazon AWS instances and use command line tools 
• apply and integrate AWS APIs to web and database applications 

   

3. Required Textbook(s) 
 

No required text. Handout and references will be posted in class every week 
 

4. Recommended Materials  
 Will be posted in class. 

 
5. Evaluation/Assessment & Grade Policy 

 
a. Courses Evaluation/Assessment Criteria  
 

Assessment Items Points Possible Note 
Participation (Attendance, Discussion & Chat)  20 points  
Homeworks, Assessments & Quiz 30 points  
Examination(s) 20 points  
Term Paper 30 Points  
Total: 100 Points  
 
 
 
 
 
 

b. Grade Scales  
 

Letter Grade Points /Percentage Note 
A 90 - 100 points / 90 -100% Excellent 
B 80 - 89 points / 80 - 89% Good 
C 70 - 79 points / 70 - 79% Pass 
D 60 - 69 points / 60 - 69% Failed and may grant to make-up 
F 0 - 59 points / 0 - 59% Total Failed 

 
6. Topical Outline of Content to Be Covered 

 
Important Note: Refer to the course calendar for specific meeting dates and times. Activity and assignment 
details will be explained in detail within each week's corresponding learning module/topics. It should cover: 
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1 Weekly schedule of topics  
2 Dates of exams and finals  
3 Due dates for writing assignments, research papers, projects, and presentations  
4 Required special events, e.g., computer lab visit, library assignments, field trips, etc.  
5 Include disclaimer: “Course schedule, topics, evaluation and assignments may be changed at the 

instructor’s discretion.” 
 
(Assignment Selection & Schedule May Be Subject to Change. Follow instructions in class for up-to-
date information.) 
 
Week Topic(s) Assessments & Notes 

Week 1 Introduction to cloud computing Assignment #1: cloud 
architecture 

Week 2 Cloud architecture (in-class presentation)  

Week 3 Building the AWS instances Assignment #2: cloud 
watch 

Week 4 Identity management and analytics in the cloud Assignment #3: VPC 

Week 5 Virtual Private Cloud  

Week 6 Messaging in the cloud 
Term paper: IBM PowerAI and Deep Learning Term paper (start) 

Week 7 Midterm  

Week 8 AWS IoT Assignment #4: IBM 
cloud 

Week 9 IBM/Microsoft cloud  

Week 10 Machine learning and AI in cloud computing   

Week 11 MapReduce, cloud security Final presentation  
Paper due 

   
 

 
7. Course Participation Policy 

Participation is essential to your success in this class. All students, no matter of in distance education 
courses or on classroom courses, you are required to participate all required activities as course required. 
This means that in order to get full credit for participation, you will have to complete your discussion 
assignments, lesson assignments and quizzes on a timely basis. Consistent failure to participate in class 
will result in being dropped from the course. 
 
 

8. University Attendance policy  
The University uses the class method of teaching, which assumes that each student has something to 
contribute and something to gain by attending class. It further assumes that there is much more 
instruction absorbed in the classroom than can be tested on examinations. Therefore, students are 
expected to attend all regularly scheduled class meetings and should exhibit good faith in this regard. 
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For detailed policy of attendance at VUST, please refer to the University’s Student Handbook and 
School Catalog.   

9. University Academic Integrity Policy 
Students are responsible for proper conduct and integrity in all of their scholastic work. They must 
follow a professor's instructions when completing tests, homework, and laboratory reports, and must ask 
for clarification if the instructions are not clear. In general, students should not give or receive aid when 
taking exams, or exceed the time limitations specified by the professor. In seeking the truth, in learning 
to think critically, and in preparing for a life of constructive service, honesty is imperative. Honesty in 
the classroom and in the preparation of papers is therefore expected of all students. Each student has the 
responsibility to submit work that is uniquely his or her own. All of this work must be done in 
accordance with established principles of academic integrity.    

10. University Withdraw Policy 
 

The University’s withdraw policy is approved by the State Council of Higher Education for Virginia 
(SCHEV) as following: 
 
A. Student choosing to withdraw from the course(s) after the commencement of classes is to provide a 

written notice to the director of the school.  The notice must include the expected last date of 
attendance and be signed and dated by the student. 

B. If special circumstances arise, a student may request, in writing, a leave of absence, which should 
include the date the student anticipates the leave beginning and ending.  The withdrawal date will be 
the date the student is scheduled to return to from the leave of absence but fails to do so. 

C. A student will be determined to be withdrawn from the institution if the student misses seven 
consecutive instructional days and all of the days are unexcused. 

D. All refund must be submitted within 45 days of the determination of the withdrawal date. 
 

Proportion of Total Program Taught by Withdrawal Date Tuition Refund 
Less than 25% 75% of program cost 

25% up to but less than 50% 50% of program cost 
50% up to but less than 75% 25% of program cost 

75% or more No Refund 
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